WYL )
122 ZHEJIANG ELECTRIC POWER

2020 4
5539 &5 12

R

He TG ADT 2R REIR RGeS B

ZHARR Y, wiENl ', B, 3K

(1. _Lifgr IR

B, EAE

A TR, i 2000905
2. EM g E ) ARSI, R

200438)

O e AR GE BRI IS A UG SR RO A T, (R SR ey rE S e
S SR RN TR [ EE P B AR R, B T — R TR S A A Wik N ol B AR R R ) £
REIR R GG B LRSI E o D5 RGBS g 2 ik i B IS T T2 3 RE IR i1y i 22 4
ZIRIEACE, 456 A TR A PURIG-S CVSSCGEITTIRIRITAMAR ), TR sh s i 1) KU e
JE5 RFPESEAR GBI - T — A REHR IS AT 5 B U S b, SRR, X
TR R AR, A S IMEREA T, R R RE, Ze RSN E L,

KB SEREIARLE; YGhBiER; SRR, FEXe

XEHS. 1007-1881(2020)12-0122-07
FE 425 TP393.08 XHRERERRS: B

DOI: 10.19585/j.zjd1.202012018
TRl (FRRS ) #RIAFE(0SID) ; Ek

Information Security Risk Analysis of Integrated Energy System Based on
Improved ADT
LI Zhaoyang', PENG Daogang', LYU Zhenquan®*, ZHANG Han', WANG Danhao'
(1. School of Automation Engineering, Shanghai University of Electric Power, Shanghai 200090, China;
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Abstract: Under the dual influences of the transformation of power system to integrated energy and the evolu-

tion of cyberattack technology, electric power information security and protection is faced with a severe situa-

tion. The paper summarizes the distribution system of attack and defense for power grid and proposes an infor-

mation security risk analysis method for an integrated energy system based on decision-making trial and evalu-
ation laboratory (DEMATEL) and attack defense tree (ADT) model. According to the DEMATEL, the secu-

rity multi-attribute weight of leaf node more suitable for integrated energy is determined, and the vulnerability

of attack sequence and the sensitivity index of leaf node in the ADT model are calculated by combined exist-

ing attack defense strategy and CVSS (common vulnerability scoring system). This paper analyzes the informa-

tion security threat of the intelligent integrated solar-storage-charging-swamping station, and the result shows

that the method, featuring scientific weight determination, can freely add or delete attacks, show expansibili-

ty and objectively evaluate security attribute level.
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