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Study on the Influence of Beidou Deception Jamming on Power Time Service and
the Countermeasures
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Abstract: High accuracy of time synchronization is required in the power system, thus the combination of
Beidou time and crystal oscillation time is often used to provide a time reference for power equipment. How-
ever, due to the accessibility and low power of the civil Beidou signal, the Beidou signal relied on by the
power timing unit is vulnerable to the threat of deception jamming. In this paper, the working principle of the
power timing module is analyzed firstly; then, the model of Beidou deception jamming is introduced, and the
verification experiment of deception jamming is given. Finally, countermeasures of deception jamming in the
power system are concluded. It is proved that the countermeasures used in the time services system have
achieved favorable results.
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